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Abstract With the development of network applications, the network security assessment has become an important 

subject of researches on network security. In order to overcome the defects of traditional network security evaluation 

models, the network security assessment model based on the comprehensive grey relational analysis, which is the organic 

combination of grey relation analysis and the analytic hierarchy process (AHP), was proposed in this paper. Firstly, the 

proposed model used the Delphi method to construct the network security assessment index system. Secondly, it utilized 

evaluate the network security. By means of simulating a campus network with MATLAB, the research results show that 

assessment method.

Keywords network security; security assessment; analytic hierarchy process; grey relational analysis



1

DoS/DdoS

[1,2]

[3]

SFTA(Software
Fault Tree Analysis) FMECA(Failure
Mode Effects and Criticality Analysis)

[4]

[5]

(Analytic Hierarchy Process AHP)
[6]

Santy 20
70 [7]

1982

(

)
[8,9]

2

2.1

(1)

(2)

(3)



Santy 1 9

(1)

n

(2)

RI

2.2

(1) Xi

xi(k)(k 1,2,…,n)
Xi Xi (xi(1),xi(2),…,xi(n)),i

1,2,…,m)

(2) Xi

Xi

(3)

(4) ri(k)

(3)

k 1,2,…,n i 1,2,…,m

(0,1)

(5)

ri

(4)

i 1,2,…,m wi

3

3.1

3.2



1
3

16 y1 y3

x1 x16

3.3

1
(0.9 1)

(0.8 0.9) (0.7
0.8) (0.6 0.7)

( 0.6) 1
3.4

1

Fig. 1. The hierarchy of network security evaluation index system
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Table 1. Network security evaluation criteria
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(0.8,0.8,0.7,0.6,1,0.5) (0.85,0.8,0.75,0.8,0.85,0.9)
(0.9,0.7,0.8,0.85)

(5)

y1 (0.3809,
0.3809, 0.1902, 0.7613, 1.5231, 1.3324)
y2 (0.4762, 0.4762, 1.4286, 0.4762, 0.4762,
1.4286) y3 (3.9954, 5.1370, 0.5708,
1.7123)

(1,1,1,1,1,1) (1,1,1,1,1,1)
(1,1,1,1) 1 ( 0.6191, 0.6191, 1.1902, 1.7613,
0.5231, 2.3324) 2 (0.5238, 1.4762, 2.4286,
1.4762, 0.5238, 0.4286) 3 (2.9954, 6.1370,
1.5708, 0.7123) 0.5 (3)

r11 0.9483,
r12 0.9483, r13 0.8212, r14 0.7241, r15 0.9737,
r16 0.6475; r21 0.9735, r22 0.7695, r23 0.6362,

r24 0.7695, r25 0.9735, r26 1; r31 0.5767, r32

0.3799, r33 0.7538, r34 0.9250

W (0.2000, 0.6000, 0.2000) 3.0000
0

W (0.3977, 0.1612, 0.1612, 0.1612, 0.0593,
0.0593) 6.0120 0.0024 RI 1.12
CR 0.0021 0.1

W (0.4328, 0.1612, 0.1612, 0.1026, 0.0711,
0.0711) 6.1891 0.0378, RI 1.12,
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Table 2. Basic data of the network security evaluation index
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