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Abstract Currently, the number of mobile malware programs is explosively growing, and the increasingly 

large feature library poses challenges to security solution providers. Traditional detection methods cannot 

deal with the huge amount of data promptly and effectively. Mobile malware detection methods based on 

machine learning have problems of excessive numbers of features, low detection accuracy and unbalanced 

data. In this paper, a feature selection method based on the mean and variance of samples was proposed to 

to construct an ensemble learning model for high detection accuracy, including Principal Component Analysis, 
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Kaehunen-Loeve Transformation and Independent Component Analysis. To solve the problem of unbalanced 

Experimental results show that the proposed methods can detect Android malware effectively, and the accuracy 

is increased by 6.41%, 3.96% and 3.36%, respectively. 
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Fig. 1 Framework of malware detection system



Android

2
[8,9]

API URL

Android

 2 Android

Fig. 2 Android malware detection based on data mining

Android

Android

alvik API

Bläsing
[10]

Android

Monkey

Shabtai
[11]

Apvrille

[12]
API URL

[13]
Android

[14]
Android

Java

[15]
Android

[16-20]

Android

Xu
[21]

Permlyzer Android ai

[22]
API

Android

API



Permission Features

Origin Feature Feature Extraction Ensemble Method

DTED

first-level
ensemble

second-level
ensemble

third-level
ensemble

Filter

Wrapper

PCA KLT ICA

Combine

Feature Selection Algorithm 
Based on Mean and Variance 

of Dalvik (FSMV)

API Call Features

Dalvik Features

Android

alvik

Android

Android

Kang
[23]

alvik Android

alvik API

[24]

Android

3

3

(1)

 Permission API alvik

(2)

(3)

3.1

alvik Android alvik

API

Android

Android

alvik

Android Java

alvik ( alvik VM)

classes.dex classes.dex

Android

alvik VM alivk

VM alvik

(nop)

(move) (return)

 3 

Fig. 3 Mobile malware detection system
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Fig. 4 Comparison of Dalvik instructions variance relative

frequency between normal and malicious APP
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Fig. 5 Feature selection algorithm based on mean and 

variance of Dalvik instructions
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Fig. 6 Framework of feature extraction-based malware detection system
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Fig. 7 Comparison of requested permission by normal APPs and malwares
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Fig. 8 Comparison of requested API by normal APPs and malwares
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Fig. 9 Framework of malware detection based on multi-

level ensemble classi cation



4

4.1

1 Google Play

[30]
29 110

Android Malware Genome Project
[31]

Andro MalShare
[32]

29 202

2 Android Malware Genome

Project Google Play

1

2  1 

 1

Tabel 1 Experimental data sets

(Accuracy)  F-measure 

(Positive)

(Negative)

(1)True positives(TP)

( )

(2)False positives(FP)

(3)False negatives(FN)

(4)True negatives(TN)

(1) (Accuracy)

(2) (Precision)

(3) (Recall)

(4)F-measure F-measure

4.2

FSMV

C4.5

(SFS) Relief

1

2 2 alvik

(FSMV)

alvik

FSMV

6.41% Relief

C4.5

 Relief

2 80%

20% 3

ELM PCA F-measure

ELM ELM KLT ELM ICA

F-measure ELM Stacking

F-measure ELM

Stacking

F-measure



 3

Table 3 Experimental results of feature extraction
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