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Abstract Linux application sandbox is designed for providing an independent, secure operating environment for 

untrusted applications. The sandbox has its own independent working directory, and the operation of applications in 

resources isolation, capabilities limits and mandatory access control (MAC) policies, adding memory protection policies 

like address randomization and non-executable memory page protection. The sandbox increases several security 

mechanisms relative to existing sandboxes, improving the system security and protecting the system and user’s personal 

privacy.
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Table 1. Typical sandbox technology contrast
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Fig. 1. Rootfs of Sandbox
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Table 2. MAC rules of sandboc
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Fig. 2. Isolation and security with sandbox mechanisms
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Fig. 3. Error information printed by the system
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while (1)
{

gettimeofday(&tpstart,NULL);
while (1)
{

gettimeofday(&tpend,NULL);
timeuse=1000000*(tpend.tv_sec-

tpstart.tv_sec)+ (tpend.tv_usec- tpstart.tv_
usec);

timeuse /= 1000;
char * logmsg = new char[65535];

}
sleep(20 / 1000);

}
while
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Fig. 4. Time contrast of three apps running directly and in

sandbox
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Fig. 5. Test results of normal operation
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Fig. 6. Test results in sandbox
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