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Abstract: With the rapid development of Internet technology, network security issues have become
increasingly prominent. Among these, the identification and classification of encrypted traffic have emerged as
significant research directions. This paper provides a comprehensive review of current machine learning-based
techniques for encrypted traffic classification. First, it briefly introduces common encryption protocols and their
characteristics from a layered perspective. Then, it provides an overview of the datasets and evaluation metrics
used in this field. Based on this foundation, it discusses both traditional machine learning methods and deep
learning methods for encrypted traffic analysis, with a focus on key techniques such as feature engineering and
classifier models. Finally, it summarizes the challenges currently faced in this field, including the lack of
interpretability and the risk of adversarial examples, and looks ahead to future research directions aimed at
enhancing interpretability, automating feature extraction, and optimizing model structures.
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Fig. 2 The packet structure of the AH protocol.
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Fig. 3 The packet structure of the ESP protocol.
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Fig.4 The packet structure of the SSL/TLS protocol stack.
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Fig.5 The packet structure of the QUIC protocol.
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Fig. 6 Network Encryption Traffic Transmission Process Based on the Tor Protocol.
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Fig.7 The main steps involved in establishing a connection between the server and the client using SSH.
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Table1 Common publicly available datasets in the field of encrypted traffic analysis.
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Fig.9 The ERNN model introduces a 'session gate' component based on the LSTM model.
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performs feature fusion.

5. 4 F:T A RN PN 4 1 7 vk

A /TH S AN B @ viee S D NI 2 i g A e 3 S TS = S 7
(Generative Adversarial Nets, GAN) MM /NAH B 56 4+ 1 00 8 0 26 2H Al = A i 48
(Generator) AIHJ# (Discriminator) , EAIIEIIZRid FE R AH IR, DARAZEHM
PERE . X FRBRARR (0 25 M (E 15 GAN 75 4F il JL I B FE AR T R I 1, R, —SBAfFFi s
TR GAN DA BE Bl B8 g hn % o s ) o0 A ke e, FRAE RS B I A m 2 5E , A T
VIR = A B AL o By teSCAN"™ AR AR SR i 2 5 I 5 4 ) 8 26 R 25 11 5 sk A7 A4k
Re 76 H e /D SRR IR S A A K & R PRI A AT T BL I B = 2 1 07 AT
IS, b T 2% AR BOHE AN R XMERL, WA A At HTTPS . SSL. SSH %8 2 MR MK & .
PacketCGAN""FI| F %1 GAN 4% (Conditional Generative Adversarial Nets, CGAN) "
PR, SEBL T DLRFFR P R A B N O 25 A AR O 4 2% A% 2 R0 B 2 48 e 201
P EAEAS, AT AL S NI I 2R i 4, I B AR 3 B T B L SR A A& b 4
SRR T

5. 5 T TR ) J7

TEBRDT T GAN [N & /A 5 E G, AT H e 1) 5y — Tl oy ROR A B2 U8 I BER
—— TG R T4 . P ZRBE AL 2 Fa 76 K EEE b Pl 5 Ul SR i ()R B 2 ST B A,
T AR R 38 L HUBAT 25 S TR S RE, IR B e DU RS BAH SSEA [F LSS .
FENNE I B o A, TSR A4 it 7 — Fh bRt 2 77 2Ok B H © A 1 &R FIRRAE
MTITIRE G 7 N FF UG I 255 8 By 75 () K B E S S R A AR v E £ s . @i 0 (Fine—tuning)
SRR, ISR nT AR BC 2R € N2 E AR5, LR B AL M BE A1z AL
B 7o SCHRUURISCHR ™ 48 FI4R B T BECN A1 TSFN RE%Y, 7E BERT™ T 2 A8 780 py S fly b i 5
HE 0 CNN ) 8% 11 LSTM [ £ Sk B8 fi e idk P in 25 Vi & o0 A AR 55, SEBR ORI T R FF 46
RIGXT LT . Kenton " $2 Y PERT J5ik, %7955 % 1 BERT H A HI it fE, w0 &
11 fras, R TGRS0 % i A AR BT B0 2%, RJ57E Android HTTPS 0% i & %%
WU AT S AT ROA, AH BB ISR R R AL (Y A T D B
FBRT . H ERTTERE G BRERN S HE, SR AR MR S T S M 2R 8
mff3 st . Shin "VEER A EE T ANIR AR IR A0 Disti IBERT ™ AR 347 e it i 0dhs 3 A7,
FHXPTURFHAERAT 173398, ARERF TRNE . 7k — 0 38 w5 it & 75 2 1 HE
P, Wang™ " $RH T — R TIRES I NERE DK%, K ONW R IZ K Swin
Transformer ™ [ Lo B 15 025 it 8 4 SRR AR 45 &, SCBILIN 28 0 2 o2 FF 2K 280 (R 50
27k, ONN B B8 47l $1 0 2 22 0 s 1) = 8 2 ()45 B AR AE . Swin-Transformer )%
S VE R AL AT BAAT 3R O T Al SR M T SRR 2 RS 2. & AE TSCX VPN non=VPN Jii
AR AE FHUS T 96. TerIHERE A . DL GPT AR B KE S8 (Large Language Modelss,



LLMs) 13 28 F Hifg & i I 2R 508 A e K MRS S50, B4 T R U 1932 4 ik B 5 0 At 57 0
W, EEZR RS HEE T REFRERI . 2T LMs SO 20 NetGPT™ | Lens™ 2545
RUAANAEALE 2 NN k& T 3 48 - #REAS 1 K ik BERT 25 0N SR A () s 8, i EL ]
DU T2 8 R S s b, AR T B b M

TR PN

A S A HIEE WA

BT BT

[5#e | [ 5w || she |

FAREIGE REIgE
(IRx%) (%)

B 11 PERT REIFIILA T ROER 2
Fig. 11 The pre-training and downstream fine-tuning process of the PERT model.
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