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Abstract: In the field of encrypted mobile application traffic classification, traditional methods classify traffic
based on the characteristics of bidirectional traffic. However, in actual scenarios, asymmetric routing will cause
remote monitors to only obtain unidirectional traffic, which will reduce the accuracy of traditional methods.
Therefore, this paper designs an encrypted mobile application traffic classification method using only one-way
traffic characteristics. Since downlink traffic contains more information than uplink traffic, this paper chooses to
analyze the payload of downlink traffic. Due to the temporal and spatial correlation of mobile application traffic, a
bidirectional long short-term memory network is proposed to capture the temporal correlation of data streams, a
convolutional neural network is used to learn the spatial correlation of features, and an attention layer is introduced
to focus on important features to further improve the recognition accuracy. Compared with the previous methods,
this method has a wider range of use, can be applied to both unidirectional and bidirectional traffic scenarios, and

uses fewer features to obtain higher accuracy.
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TEIRFES ) AR5, & A B PP SR bR R B Y 1 2 S Ve R b AT VAL, 40
FE#iEE (Precision) . F{H (F1-Score) . #Effi% (Accuracy) « H[H% (Recall) , AT
5 X U R bR AT B AR VA o X PUANEAREH FCRHTE (True Positive, TP) BB 1%

(False Negative, FN) . {EBH14: (False Positive, FP) . EE: (True Negative, TN) 41/
TP XN KRN TEREAR, AT M IERE AT A R PN ORI SEPR N IEFEA, A
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(1) S Ebszat ik .

NAE BT TR Y CB 7 VERIA R, kAR R4 ML %82 > J7 ik AppScannerpt fl
FlowPrint®, 52 SR B %2 51 )73 App-NetPhgh4T %t Lt szt . Hoh AppScanner $2EX T %]
WEMBIRAMKEE. NaE. BdRaRBan i, R SRR S URBEHLAR AR S 2.
FlowPrint $#2HCER G A SCE B, 2T 2R MBS ST 1 530 4 I B 11 B () Hbgh A7 g A
SEHLIR R R AR, (R BE N LAR AR 2 2R 280 AT 29 25 . App-Net 1% 7 1A 3R B HE SSLITLS
FEF B 12— AN EdE R (Client Hello) FIAE 53477, FIFH LSTM A1 CNN 435124 3]
IRIERFAE .

(2) MR

M EHPE CNN 2. —EHUEIEE. B2 BILSTM 2. —EEENEU L — B4
FZH R BEMLATH relu /RIS R &L, #h2 0B R/N 37008 128, 64, 64, 32 1 30,
IR R Adamx fE R ALES, 5212 E N 0.001, YRR 100 4.
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B, HTHEOZRFEELOER, SFAENTFRIE, FERNZNEIRCRER,
RN MEIR R, B PIK, TR RS . Fik, ASCE
Ho A5 H o6 R IR AT S8, WK 4 (@) Fion, MIEEET 6 MR, &3k
RO HER R, G P EGE (N8, ERERIRTHIR AR, BT DAA SO G R 6
MR SR b, BT AN AR RS T ARIT R0 MUE B, Ao s kA A i
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HK, BANEEAKKEEILT2] ETA%, FEA—WIra QK. A, W
PR RO 5 2 SR RIS AR, AREEUF AT 2025 n A 275
KN ST EE R ET . Nk, A SR B A 7 1 50 E 5o JEas MERE IR ma AT
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4.3.2 HAH F LB

1T H AT SRR B ER X ) 9 AR D LA I B 20 SRR I RS, SR E A SR Y
T RA ISR X, EARNT IR T 7R SL50 h R IR 4T I¥ AppScanner 775K ER, RAf
FH B T I SRR AE X AR G 7 VR M R I 52

AppScanner Ff A TR THFIERIEAT 7398, TR B0 R8s 2 ML . AppScanner H
PR BRI . R, SRJE 2 BT AR NBR AL A% H I AR 0 v B 1 B KA
B/MASERATR R 2> K. (EHAT B R E SLIG, ASCE e AR A, MBS
THEFE, K H NBENLAR R 73 S 2o BEAT IR AT . 2238 1 AT LB Y, 24 Hd B )i &
PRFAERT, B B DY SRARES G BT T, HERRZE T BRI IR R o o A s F X i AR A R4 T
73 JSIT HERF 2 89.53%, 1 A% H ) i SRR HEAT 20 L UERA % 9 80.70%, FF% T 8.83%.
XN AppScanner 1% BB (BRI BRI/ R K (RITE—E R N I — R , A
JE ¥R ERE FATRES MrnERI I it g R, T H I R EIRE NS EAE
B, S H R REIRER, AppScanner FITERES: T . IXIEM T B 4 AE R G R &
MIEOLR, MRS KIEEE T B

R 1 AEIEIT AppScanner PE&E

I FEE (%) BREZE (%) FIE (%) R (%)
I 7 91.73 89.53 88.66 89.53
B E 83.95 80.70 81.38 80.70

% 2 JE/r T AppScanner. FlowPrint. App-Net if845 A SCHEH 77 2:#E CrossPlatform -
PIAERZR . I, MEHESEIR. Hh, RAARH CB A 7 fmimaE, HAk
15 FH 354 FA R m) A AT SIS B0 o IR A TR R AR S B 77 AR 5 )i B B O N AR TH e 3R
A3 RA At Al FH X ) e 2 7 VA [ 2 S A PR 1

M 2 IR AT IR, CB R AL 5 [ i B R AR gl BB 8 LA ey A T 1 20 05 DX 24
TR IER A R BA N SRR, KSR AT IA 90.19%, F# A X ml it & 1) AppScanner J77%
F2Y4, o FlowPrint £1 App-Net 7351 & i 9.32%71 23.5%.

2 LI

LAEIE = et ISR (%) AEER (%) FiE (%) HERI R (%)




AppScanner 91.73 89.53 88.66 89.53

CrossPlatfrom FlowPrint 80.87 77.66 73.42 77.66
Android App-Net 66.69 68.54 63.54 68.54
CB 90.19 91.35 90.66 91.35
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